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State 
Citation 
or Bill 

Number 

Requires 
notification 

to 
Reinsurers 

Requires 
Risk 

Assessment 

Requires 
Notification 

to 
individual 
consumer 

Requires 
Notification to 

Commissioner or 
Equivalent 

Penalties Other 

Alabama 
 

ALA. 
CODE §§ 
27-62-1 to 
27-62-12 
(2019). 

 

N Y Y 
§ 27-62-6 

(a) 

Y 
§ 27-62-6 (a) 

Penalty Under State Code 
Section 27-7-19. 

Subject to suspension or 
revocation of license or 
certificate of authority. 

May be fined up to 
$10,000 per violation. 

 

Alaska 
 

       

Arizona 
 

       

Arkansas 
 

       

California 
 

       

Colorado        

Connecticut CONN. 
GEN. 
STAT. 
ANN. § 
38a-38 
(2020). 

 

Y 
§ 38a-

38(e)(5) 

Y 
§ 38a-

38(c)(1) 

Y 
§ 38a-
38(e)(3) 

Y 
§ 38a-38(e)(1) 

§ 38a-38(f)(3)(B) 
Commissioner may 

revoke license to 
operate in the state and 

impose a find of no 
more than $50,000 for 

each violation. 
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State 
Citation 
or Bill 

Number 

Requires 
notification 

to 
Reinsurers 

Requires 
Risk 

Assessment 

Requires 
Notification 

to 
individual 
consumer 

Requires 
Notification to 

Commissioner or 
Equivalent 

Penalties Other 

Delaware DEL. 
CODE 

ANN. tit. 
18, §§ 

8601 to 
8611 

(2019). 
 

Y 
§8606 (e) 

Y 
§8604 (c) 

Y 
§8606 (c) 

Y 
§8606 (a) 

§8610 Penalties: “If a 
licensee violates this 
chapter, the licensee 

may be subject to 
penalties under §329 of 

this title” (Title 18) 

Signed and enacted 07/31/2019. 

District of 
Columbia 

       

Florida        

Georgia        

Hawaii        

Idaho        

Illinois        

Indiana IND. 
CODE 

ANN. §§ 
27-2-27-1 
to 27-2-
27-32 
(2020) 

 

 Y 
§ 27-2-27-

17 
 

 Y  
§ 27-2-27-21(c) 

 

 Includes only portions of the insurance data 
security model law. Effective after June 30, 

2021.  

Iowa        

Kansas        
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State 
Citation 
or Bill 

Number 

Requires 
notification 

to 
Reinsurers 

Requires 
Risk 

Assessment 

Requires 
Notification 

to 
individual 
consumer 

Requires 
Notification to 

Commissioner or 
Equivalent 

Penalties Other 

Kentucky        

Louisiana LA R.S. 
22 

§§2501-
2511 

N Y 
§2504 

Y 
§ 2506(C) 

Y 
§ 2506(A) 

Penalties may be imposed 
pursuant to R.S. 22:18. 

 

H.B. 614 was signed by the governor on June 
11, 2020 and became effective on August 1, 

2020. 

Maine        

Maryland MD. 
CODE 
ANN. 

INS. § 4-
406 

(2019) 
 

   Y  
§ 4-406(b) 

 Maryland has not adopted the Insurance Data 
Security Model Law but imposes similar 
requirements via §4-406 of the insurance 

code and BULLETIN 2019-14 (2019). §4-
406(b) requires notice to Commissioner for 

“breach of the security system.” 

Massachusetts        

Michigan MICH. 
COMP. 

LAWS §§ 
500.550 to 

500.565 
(2018). 

 

N Y 
§ 500.555 

Y 
§500.559(3) 

Y 
§ 500.559(1) 

Not specified. Public Act 690 of 2018. Approved by 
Governor 12/28/2018. Effective January 20, 

2021. 

Minnesota        
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State 
Citation 
or Bill 

Number 

Requires 
notification 

to 
Reinsurers 

Requires 
Risk 

Assessment 

Requires 
Notification 

to 
individual 
consumer 

Requires 
Notification to 

Commissioner or 
Equivalent 

Penalties Other 

Mississippi MS Code. 
§§ 83-5-

801 to 83-
5-825 

(2019). 
 

N Y 
§ 83-5-807 

N 
§ 83-5-

811(3) 

Y 
§ 83-5-811(1) 

Under State code Section 
83-5-85 

Effective July 1, 2019.  

Missouri        

Montana        

Nebraska        

Nevada SB. No 21 
 

Y Y Y Y Suspension of license 
and/or a fine of 

$1,000/day for each 
violation up to $50,000 

Referred to Committee on Commerce and 
Labor, died in chamber.  

New 
Hampshire 

N.H. Rev. 
Stat. §420 

(2019) 

Y 
§ 420-
P:6(V) 

Y 
§ 420-P:4 

Y 
§ 420-
P:6(III) 

Y 
§ 420-P:6(I) 

Penalties in accordance 
with RSA 400-A:15, III 

Signed by the Governor, 08/02/2019. Passed, 
08/05/2019. Effective, 01/01/2020. 

New Jersey        

New Mexico        

New York 23 
NYCRR 

§500 

N Y 
§ 500.2 & 

500.9 

N Y 
§ 500.17 

Not Specified. Issued 03/01/17. 

North 
Carolina 
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State 
Citation 
or Bill 

Number 

Requires 
notification 

to 
Reinsurers 

Requires 
Risk 

Assessment 

Requires 
Notification 

to 
individual 
consumer 

Requires 
Notification to 

Commissioner or 
Equivalent 

Penalties Other 

North 
Dakota 

       

Ohio Ohio Rev. 
Code 

Ann. §§ 
3965.01 to 

3965.11 
(2018). 

 

N Y 
§ 3965.02 

Y 
§3965.04(C) 

Y 
§ 3965.04(A) 

Not specified. Bill passed 12/12/18. Effective 03/20/19. 

Oklahoma        

Oregon        

Pennsylvania        

Puerto Rico       CIRCULAR LETTER NO.: CC-2016-1889-
AF 
 

Rhode 
Island 

S.B. 2497 
(2018) 

Y Y Y Y Penalties may be imposed 
in accordance with 

administrative penalties 
contained in § 42-14-16. 

Bill proposed in 2018, died in chamber. 
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State 
Citation 
or Bill 

Number 

Requires 
notification 

to 
Reinsurers 

Requires 
Risk 

Assessment 

Requires 
Notification 

to 
individual 
consumer 

Requires 
Notification to 

Commissioner or 
Equivalent 

Penalties Other 

South 
Carolina 

S.C. 
CODE 

ANN. §§ 
38-99-10 
to 38-99-

100 
(2018). 

 

N Y 
§ 38-99-20 

Y 
§ 3 8-99-

40(C) 

Y 
§3 8-99-40(A) 

As provided in Section 
38-2-10 of the South 

Carolina Code of Laws. 

Chapter 99. South Carolina Insurance Data 
Security Act. Effective 01/01/19. 

South 
Dakota 

       

Tennessee        

Texas        

Utah        

Vermont  
 
 

      

Virginia VA Code 
Ann. . §§ 
38.2-621 
to 38.2-

629 
(2020). 

 

N Y 
§ 38.2-623 

Y 
§38.2-626 

 

Y 
§38.2-625 

 

Not specified.  Governor Northam signed the Insurance Data 
Security Act (HB 1334) into law on March 
11, 2020. The Act became effective on July 

1, 2020.  
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State 
Citation 
or Bill 

Number 
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to 
Reinsurers 

Requires 
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Notification 

to 
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consumer 

Requires 
Notification to 

Commissioner or 
Equivalent 

Penalties Other 

Virgin 
Islands 

       

Washington        

West 
Virginia 

       

Wisconsin        

Wyoming        

 


